
The KEY to Protecting Your 
Transaction and Investment



Email and wire fraud have become nationwide  epidemics.

In an instant, all the money for the purchase of a  home 
could be lost; and in most cases, it can never  be recovered.

Every day, cyber criminals break into email systems  and 
divert millions of dollars from buyers and sellers  to bank 
accounts in distant countries. The bad guys  might even 
call you on the phone!

You need a real estate agent, lender and title  company 
that understands the threat and knows how  to keep your 
money both safe and secure.

Iowa Realty, Midland Title and Escrow and HomeServices  
Lending are market leaders in cyber security.

CYBER CRIME ALERT



Iowa Realty’s HomeSAFESM program is the key  to protecting 
your transaction and your investment!

Through Multi-Factor Authentication, all Iowa 
Realty agents use an email system that is 
specifi cally  designed to thwart would-be hackers.

The process of getting a loan requires a 
great deal of personal fi nancial information. 
HomeServices Lending keeps that information 
safe with state of the art email encryption 
techniques.

When it comes time for settlement, you want to be 
100% sure the money is properly transferred from 
buyer to seller. With the HomeSAFESM secure portal, 
Midland Title and Escrow will provide a worry-free 
transaction.

Iowa Realty, HomeServices Lending and Midland 
Title and Escrow are backed by HomeServices of 
America and Berkshire Hathaway. With over $600 
billion in assets, we have the resources to give you 
industry leading security.

Only HomeServices of 
Iowa  has HomeSAFESM 

Don’t trust your most 
valuable possession to 

anyone else!

HomeSAFESM



HomeServices has been at the forefront for advocating 
safety and communication regarding wire fraud and cyber 
security. 

HomeServices communicates regularly with it’s companies 
regarding measures for:

1) Mandatory Anti-fraud disclosure statements

2)   Requirement that  all company emails  include  an  alert 
informing email  recipients that they  will  never  receive 
wiring instructions  via  e-mail 

3)  Dedicated FBI Liaison

Industry Leader
for Cyber Security



MFA Multi-Factor Authentication

MFA: Multi Factor Authentication  is a method of authentication that requires 
the person  attempting access to data to be able to verify their identity in at 
least two ways. Example:

• A password
• Confi rmation via a mobile phone
• Biometrics such as iris, fi ngerprint, or face recognition

Attackers have to penetrate to be able to gain access to an account. When 
guessing, multiple layers of authentication challenge the attacker.

EMAIL AND WIRE FRAUD HAS REACHED 
 EPIDEMIC PROPORTIONS!  

•  This system improves email security for agents to keep your information 
secure.

•  The enhanced security that multi-factor authentication o� ers allows 
Iowa Realty to use more advanced password security options like single 
sign-on. The only way to secure the Iowa Realty email system is to 
implement Multi-Factor Authentication using both your password and a 
 6-digit code sent by text to your  phone to validate identity.



Mortgage
Secure Portal

How does HomeServices Lending, LLC protect my personal 
information?

To protect your personal information from unauthorized access and use, we 
use security measures that comply with federal law. These measures include 
computer safeguards and secured fi les and buildings.

1. HomeServices Lending now uses a 15 digit password

2. We are required to be logged into our VPN at all times

3.  All outside emails containing Social Security, account numbers or other 
personal information are sent securely.

We will be with you during 
every step of your home 

 fi nance process with a safe 
and secure transaction.



Title Secure Portal
Cyber Fraud is on the rise. To guard against 
Cyber Fraud, Midland Title and Escrow 
employs ALTA Best Practices to protect 
non-public, private information, trains all 
employees on anti-phishing and anti-fraud 
measures, and utilizes a secure portal to 
safely exchange documents and information.

Why is our HomeSAFESM 
 Portal SECURE?

Security Precautions

•  All information is encrypted in transit using industry standard TLS 1.2 
(SSL/HTTPS)

•  User managed security credentials, with complex minimum 
password requirements

•  Private information (documents and messages) only accessible from 
within the application (not emailed)

Because email is not secure, many agents’ emails 
are  already hacked and vulnerable. Midland Title and 
Escrow uses a secure portal to exchange information. 
It’s a controlled environment that o� ers:

•  All portal users including Midland Title and Escrow, buyers,  sellers, 
agents, and lenders the ability to send and receive  sensitive 
documents

•  All portal users the ability to have  secure conversations with 
specifi ed  users within the transaction

•  Certain portal users to complete  infosheets, which aid the title 
company in discussing sensitive and non-public, private information 
without the involvement of real estate agents as middlemen




